IHamaTKa 0 coco0ax COUAILHOM HHKEHEPUU U HE00OX0AMMBIX Mepax
0€e301MacHOCTH

CommanbHas WHXEHEpUs WM «aTaka Ha YeJlIOBEeKa» — 3TO COBOKYIMHOCTH
MICUXOJIOTHYECKUX U COLIMOJIOTMYECKUX MPUEMOB, METOJIOB M TEXHOJOTUH, KOTOPHIE
MO3BOJIAIOT MOJIYYUTh JOCTYI K KOH(PUIESHIIUAIBHON HH(POPMAIIH.

KubepnpecTynHukH Bce Yale MCHOIB3YIOT METOMbI COLMaIbHOW MHKEHEPUU
JUTS IPOHUKHOBEHUS B UH(PPACTPYKTYpy OpraHU3aluy MpH LeaeBoit atake. CoriacHo
CTAaTUCTHUKE, KOJIMYECTBO aTaK C MCIIOJIB30BAHUEM COLMAIBHONW MHKeHepu: B 2021
rojty Beipocao Ha 216%. 310yMbIIUIEHHUKHY, TPEANPUHAMAS TIONBITKH HAUTH TOCTY

K CUCTEME WM LIEHHBIM JaHHBIM, UCIOJB3YIOT CaMO€ YA3BUMOE 3BEHO — YEJIOBEKa.
[Ipoctoii npumep — TenedOHHBIN 3BOHOK, I/I€ MPECTYIMHUK BBITAET ceOs 32 KOro-TO
JPYroro, MeITasich y3HaTh y a0OHEHTa KOHPHUACHIMAIBbHYIO0 HH()OpMALMIO, UTpasi Ha
YyBCTBaX 4YeJOBEKa, OOMaHbIBas WIM IIaHTaxupys ero. K cokaleHuto, MHOTHE
IPOJOJDKAIOT TOMAJaThCcd Ha TaKWe JIOBYIIKM W JOBEPUYHMBO pPaCCKa3bIBAIOT
COLIMAJIBHBIM XaKepam BCE, UTO UM HYKHO.

UenoBedeckuil (akTop MO-TIPEKHEMY OCTAETCA CIa0bIM 3BEHOM B JIO0OH
CUCTEME 3alllUThl, MOATOMY CEroJHs KAaK HHUKOI/Ia BO3pPACTAET MOTPEOHOCTH B
O0Oy4EeHHH COTPYJHUKOB OCHOBaM MH()OPMAITMOHHOW O€30MaCHOCTH.

Takke CTOUT OTMETUTH, YTO HA TEKYIIM MOMEHT COLMaNbHAs WHKEHEPHs
YCTaHOBMJIA MPOYHYIO CBSI3b ¢ KUOEPIPECTYIMHOCTHIO,

PaccMoTpuM camble mOnyJisipHbIe METO/AbI COLUAJIbHOM HHIKEHEPHU U

Tak Ha3piBaeMasg «ATaka Ha YEJIOBEKa» MOXKET NPOU3BOJUTHCS IO MHOI'MM
CIIEHapusIM, HO CYILECTBYeT HECKOJIbKO Hauloyiee pacupOoCTPaHEHHBIX TEXHUK
paboTHI 37T0YMBIIIIIEHHUKOB.

dumuHr
OCHOBHOU VNOPD HA HEGHUMAMENbHOCMb.
Meton cOopa MoJib30BATEIbCKUX JAHHBIX JJII aBTOPU3ALUU — OOBIYHO ITO

MacCOBBbIE PACCBUIKM CIlaMa IO AJIEKTPOHHON mouTe. B KiaccuueckoM clieHapuu
Ha MIOYTY KEPTBbl NPUXOAUT TMOJJEIBHOE IHUCbMO OT KaKOW-TO H3BECTHOM
OpraHu3alliy C MPOCKOOM MEePEeUTH MO CChUIKE M aBTOPU30BATHCS (BBOJ KOMOWHAIIUU
JIOTUH/TIapoJib). YToObI BbI3BaTh OOJBIIE JIOBEPUS, MOIICHHUKH MPHUIYMBIBAIOT
CepbE3HbIE MPUYUHBI JJIsl IEPEX0/1a MO CChUIKE: HAIPpUMEP, MPOCIT MOTEHIUATIBHYIO
KEPTBY OOHOBHUTH IMapoJib WM BBECTH PA3JIMYHOTO poAa MEPCOHATBHYIO
uHpopmanuio (PHUO, Homep TenedoHa, TOIKHOCTD U T.1.).

Tposin

OcHO6HOT YNOPp HA HEGHUMAMENbHOCMb, 008EPUE.

Bupyc He 3ps mosny4us cBO€ Ha3BaHUE M0 NPHUHILUITY Pa0O0THI TPOSHCKOTO KOHS
u3 ApeBHerpedeckoro Muga. TolbKO NPUMAHKOW 37ech CTaHOBUTCS —email-
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COOOIICHHE, KOTOPOE TPH KIACCUIECKOM CIIEHAPHH MOIIICHHUKOB 00€IaeT ObICTPYIO
MPUOBLITL, BBIUTPHINT WA APYTHE «30JI0THIE TOPBD» — HO B PE3yJbTaTe YEIIOBEK
MOJIy9aeT BUPYC, C MOMOIIBI0 KOTOPOTO 3JIOYMBINUICHHUKH KPaayT €ro JaHHBIC.
JlaHHBIM BUA aTakd TOXXKE HEOOXOAWMMO OTHOCHTh K METOJaM COIHAILHOM
WHXCHEPHUH, MOTOMY YTO CO3JaTeM BHpyca KakK MPABHUIO XOPOIIO 3HAIOT, Kak
3aMacKHpOBaTh BPEJOHOCHYIO MPOTPaMMy, YTOOBI Bhl HaBEpHSIKA KIMKHYIH TIO
HY>KHOU CCBUIKE, CKa4aJld 1 3aIyCTHIN (haiii.

Yacto COTpyIHHKH HENPEeIHAMEPEHHO IMOMOTAIOT 3JIOYMBINUICHHUKY B
pa3BUTHM aTaKW, MEpechlias 3apakKeHHOE MHUChMO KOJUIEraM C MPOChOOW OTKPHITH
BJIOKCHHE WM TIEPEHTH MO cchulke. Hampumep, B Teiae MHUCbMa HCIONB3YIOTCS
GOpMYyJIMPOBKM W3 TMOBCEIHEBHOM CIIyKEOHOW JEATETBbHOCTU. «YBaKaeMbIC
HAYQJIBPHUKW TIOJPA3CIICHAA, HamNpaBisieM TpaguK OTITYCKOB Ha TEKYIIUH TOJ.
[Ipocum moBect nm0 coTpymHukoB w T.A. C yBaxkeHWeM, OTIaen KaapoBy». [lpu
MTOJIOKHUTEIIBHOM JIJIS 37IOYMBIIINICHHUKOB PA3BUTHH COOBITHN TMCHMO MEPEChITACTCS
10 opraHu3aru. B cBOr0 o4yepenb COTPYAHHK, MOTYYUBIINN MHUCHMO YK€ OT CBOETO
KOJUIETW a0COJIOTHO HE TI0JI03PEBAET O HATMYHMH CChUTOK Ha BpegoHocHoe [10.

Kak TONBKO 3JIOyMBINIJICHHUK YOEMWJICSA, YTO COTPYAHHK MPHHSI €ro 3a
KOJUIETY WJIM KaKOe-TO JIOBEPEHHOE JIUI0, PACTIPOCTPAHIII TUCHMO TI0 OpTaHU3AIINH,
B XOJI¢ JAJbHECHUIIICH TMEePENUCKH OH MOJXKET IONBITAThCS TOIYyYNUTh HYXKHYIO €MY
nH(OpMaIUIO, HE BBI3BIBAsI MO03peHUI. Tak MOKHO y3HATh BEPCHIO UCIIOJIE3yEeMOTO
[10, nanuuue aHTUBHpYyCca HA pabodeM KOMITBIOTEPE, IJICKTPOHHYIO IMOYTY APYTHX
COTPYIHHUKOB, HOMEpa MOOWJIBHBIX Tele(hOHOB, CTPYKTypy KommaHuu. Bce 310
MPEACTABIIICT IICHHOCTh M MOXKET HWCIOJB30BaThCsl TMPH  ITUIAHUPOBAHWHM |
MIPOBEICHUH TTOCIICAYIOMNX COIMMOTEXHUYECKUX aTaK.

3MOYyMBINIUICHHUKA YacTO OMHUPAIOTCS Ha CTpaxX, JKaIHOCTh, HAISKIbI,
OKUJIaHUS W JPYTHE SMOITUH, KOTOPHIE MOTYT 3aCTaBHTh ITOJIH30BATEIS TOIIATHCS
CUIOMHHYTHOHM ciaboctr. Korma BHe3amHO Ha TOYTY MPUXOIUT MHUCHBMO «CITHCOK
COTPYIHUKOB Ha YBOJBHCHHE» — IIOJH30BaTEIb 3a0bIBacT 00 AJIEMEHTApHBIX
npaBujIaX TEXHUKH KHOepOEe30MacHOCTH, OH JaXe HE 3aJyMBIBACTCS, IMOYEMY €MY
BOOOIIIE MPUIILIO MOI00HOE TUCHMO.

YacTo ObIBaCT TaK, 9YTO MMEHHO TeMa IMHUChMa MOO0YKIAeT COTPYIHUKA OTKPHITh
€ro, MEePEUTH TT0 CChUIKE, CKauaTh M 3aIlyCTUTh (aiiy, He pa30oupasch — KTO ajapecar
Y TIOYEeMY JIOMEH OTIPABUTEIISI HAIMMCAH KaK-TO CTPAaHHO.

Ecnu HEmocTaTouHO BHUMATEILHO OTHECTUCH K TIPOYTCHHIO TAKOTO MHUCHhMa, TO
MOJIBOX 3aMETHTh HEIPOCTO.

[IpeackazyeMo cTpax YBOJBHEHHS WM COKDPAIIEHUS — JOCTATOYHO MOIIIHBIN
dbakTop, 4yTOOBI 3a0BITh O MpaBUiaX HMH(OOPMAIMOHHOW O€30MacHOCTH: MHUChMa C
Takol TeMOM B OOJBIIMHCTBE CIIy4aeB MOOYKJIadM IMOJIb30BaTEICH COBEPIIHUTD
NOTEHIIMAIBHO OMacHoe JAeicTBUE. BhICOKMI MPOLIEHT ycrexa MoKa3bIBaloT MUChMA,
I1€ €eCTb CJOBa  «IPEMHUS»,  (IOOUIPEHHE»,  «IOBBIIIEHUE  3apIUIaTh»):



3JI0yMBIIUIEHHUK MOXKET TaKKe MOMNbITAThCS MPUBSI3aTh TEMY PACCHUIKUA K KAKOMY-TO
3HaMEHATEIbHOMY COOBITHIO (€CJIM PacloyaraeT, HallpuMep, CBEICHUSIMU O HEJaBHO
IPOLIEAIIEM B KOMIIAHUU KOPIOPATUBE), MPOPECCUOHATBHBIM U TOCYAAPCTBEHHBIM
IIPa3IHUKAM.

Jopo:xHoe 1010K0

OcHo6HOll ynop Ha 008epyU80Cmy, 1H0OONBLIMCMBEO

[IpeacraBnsier coOOM  amanTalMio TPOSTHCKOTO KOHS MW COCTOMT B
HCTIOJIb30BaHUU dbuznyecKux HOCHUTEJEH (CD, (baduI-HaKONUTENEH ).
3I0YMBIIIUICHHUK OOBIYHO TMOAOpAChIBAET TaKOW HOCUTENIb B OOIIEAOCTYIMHBIX
MecTaX Ha TEpPpPUTOPUU KOMIIAaHMM (TIAPKOBKH, CTOJIOBBIE, pabouue MecTa
COTPYJHUKOB, TyasieThl). JIJist TOTO, 4YTOOBI Y COTPYAHUKA BO3HUK UHTEPEC K JTAaHHOMY
HOCHUTEJII0, 3JIOYMBIIUICHHUK MOXET HAHECTH Ha HOCHUTENh JIOTOTHI KOMIIAHUM U
KaKylo-HHOyIb moanuch. Hampumep, «aaHHbIE O TpoJaxkax», «3apIiJiaTta
COTPYJHHUKOBY, «OTYET B HAJIOTOBYIO» U JPYTOE.

Ycayra 3a ycayry

OcHo6HOU YNOp HA 008EPUUBOCTND

Hcnonb3yss 3TOT METOMA, 3JOYMBIIIJIEHHUK MPEACTaBIAECTCS COTPYIHHKOM
CIIy’KObl TEXHHYECKOM MOJJIEPKKM M CIPAIIMBAET O Hadu4uu cOOeB B padore
POrpaMMHOr0 O0O€CTeueHus, TMpeiaraeT HCIPAaBUTh BO3HUKIINE HEMOJAIKU
B CHUCTEME JIMOO MPEeAyNPEAUTh O BEPOSITHOCTU UX HACTYIJIEHUS, XOTS Ha CAMOM Jelie
npo6iem B padote 1O He Bo3HuKao0. XKepTBa BEpUT B HAIMUUE HEUCTIPABHOCTEH H,
BBITIOJIHAS YKAa3aHUA XaKepa, JINYHO MepeacT eMy TOCTYI K BaXXHOW HH(OpMaLUU.

PacnipocTpaHeHHBI ClieHapHii, Korjga MOJb30BaTelb CcaM TOBOPUT 00
OTCYTCTBUM BPEMEHM U COOOIIAET HEOOXOAUMBIE MapodM MJIg TOro, YTOObBI
COTPYIHHUK TEXHHUYECKOW MOJAEPKKH CaMOCTOATEIbHO TIPOBEN HEOOXOAUMbIE
MaHUTTYJISIUH.

OO0paTHas conuajJbHAs HHXKEHepHUsl

OcHo6HOlL YNop Ha 008epUUBOCTb, HEGHUMAMENbHOCTb

Meronuka HampaBieHa Ha TO, 4YTOObI JKepTBa cama oOpaTwiach K
COIIMAILHOMY HWHXKEHEPY U BbIJlajla €My HEOOXOIUMBIC CBEICHHS. IJTO MOXKET
JIOCTUTAThCS HECKOJIbKUMU Ty TSIMU:

Bueapenue ocodoro 11O

OcHo6HOt YNOp HA HEGHUMAMETbHOCTb

Ha »1exTpoHHYI0 MOYTY MOCTyNaeT NUChbMO, HUH(POPMUPYIOLIEE O BO3MOKHBIX
cOosix B pabOTe 4YacTO MCMOIB3YEMOIO IMPOrpPaMMHOIO oOecnedeHus (Harpumep,
nakeT OoQUCHBIX IporpaMMm). B 3ToM e muchbMe yKa3aHbl KOHTAKTHBIE JIaHHBIE
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CHELUAINCTa TEXHUYECKON MOJIEPKKH, HCHOJb3YEMbIE 3JI0YMbIIUIEHHUKOM. [lpu
BO3HMKHOBEHHMH c00g B pabore BeimenepeuncienHoro I1O, mnosb3oBaTenb
BCIIOMUHAaE€T O paHee IMOCTYNHBIIEM NPEIYyNPEKICHUN H  CBSA3BIBAETCS CO
3JIOYMBIIIUIECHHUKOM B JIUIIE TEXHUYECKOTO CIIEUATUCTA.

Taxum o0pazom, cuTyanus 3apaHee MOACTPOEHA, I10JIb30BATENb CBA3BIBACTCS C
couuaigbHbIM XakepoMm. HamaxuBas padoty I10, mpousBoasTcss HEOOXOAUMBIE IS
B3JIOMa MaHUMYJISAUUHA. A KOI/a B3JIOM OOHAapyKMBAETCSA, COLMAIBHBIM WHKEHEP
OCTAa€TCs BHE MOJO3PEHUS (IIOCKOJBKY CO3HAETCS BIEYATIIEHHS, YTO OH MOMOTall
BaMm).

SAKVIFOYEHUE
C  y4eToM  M3JO0XKEHHOr0, caMbleé  pacIpOCTPAHEHHbIE  CLEHApUU

BBIIIICYKA3aHHBIX aTaK peau3yrTcs myTeM email-pacchuiok.

[IprunHON TOMY OTHOCHUTEINIbHAsI JICIIEBU3HA M MPOCTOTA TAKUX METOJNIOB, a
Takke BbICOKas 3(PPEKTUBHOCTb.

Ha Tekymuii MOMEHT UEJIEBOMl BEKTOp NOJOOHBIX aTaKk 3HA4YUTEIbHO
CMECTWJICSI OT TIOJIYy4eHUS JOCTyna K HHPoOpMaluu K €€ YHUYTOXKEHUIO
(OTOKMpPOBaHUIO) MyTEM MPUMEHEHHUS BUPYCOB-IIH(POBAIBIINKOB.

JInst psAIOBBIX TMOJB30BATENECH CaMbl AKTYaJlbHBIM M JEHCTBEHHBIM COBET —
BCErJa OCTaBaThCsl ONUTETBHBIMH, TPOBEPAThH UHGOPMAIMIO 00 OTIpaBUTENE,
MpeXJIe YeM MEePEeNTH MO CChUIKE WJIM CKadaTh MpejjaraeMblil (aitn — yoeautbes,
YTO 93TO HE BpeAOHOCHBIM pecypc. [lomyuennbie dailibl Tepen  OTKPHITHEM
HEOOXOAMMO TPOBEpUTH C mnoMomblo aHTuBUpycHoro II0. Crout Takxke
YAOCTOBEPUTHCS, YTO JOMEH OTIPABUTENS JIETUTHUMHBIM M peanbHbI. B ciyuae
BO3HMKHOBEHHUSI COMHEHHUI, PEKOMEHIyeTCsl ITPOBEPUTD, IEUCTBUTENIBHO JIU aJpecar
OTHPABJIAN JAHHOE NMUCBMO W SBIIAETCS JM OH HACTOSIIMM BIAJCNIBIEM JOMEHA U
(WJIM) DJIEKTPOHHOTO SIIUKA, CBSI3aBIIUCh C HHUM KaKUM-TO aJbTEPHATUBHBIM
crocoOoM, HalpuUMep, Yepe3 MECCEHIKep UITH 10 Tesedony.

CBOeBpeMEHHOE BBISIBJICHHE U TPECEYCHHE aTaKd TO3BOJUT H30eKaTh
CEpPbE3HBIX MOCIICICTBUM.

Uto KacaeTcss OpraHu3alMOHHBIX MEP, TO OCHOBOM SABJISIETCA CUCTEMATHYECKOE
MOBBIIIEHUE OCBEJIOMJIICHHOCTH COTPYJHUKOB B 00JacTd UHGOPMAIMOHHON
0€30MacHOCTH.

HccnenoBanune kommanmii B ooactu b mokaseiBarot, uro 38% opranmsamuii
BOOOIIE HE MPOBOMASIT TPEHUHTH ISl COTPYIHUKOB 110 Bompocam Wb, a 37% nenatot
3T0 (opmanbHO, 0e3 Kakol-mubo mpoBepku 3PGHEeKTUBHOCTH. XOTS MPOBOAMTH
NePUOANYECKOE 00YUeHHE C KOHTPOJIEM MH(GOPMUPOBAHHOCTH KaKJIOTO COTPYIHUKA
KpaiiHe BaxxHO. [Ipu 3TOM mponecc NOBBIIEHUS OCBEIOMIICHHOCTH [OJDKEH B
NEpPBYI0 oOuepeAb ObITh HaNpaBlie€H Ha MPAKTUYECKYI0 CTOPOHY oOecreyeHus
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0€30macHOCTH, a KaXIbli COTPYIHHUK JOJDKEH IMOHWMATh CBOW OOS3aHHOCTH U
OTBETCTBEHHOCTH 3a obecneuenue 1b.

OTnuyHas mpakTUKa, KOrJa COTPYIHHMKM omnoBeniatoT nogpasaenenus Wb o
TOM, YTO UM TMPHUILIO COMHHUTEIBHOE MHUCHbMO, OCOOEHHO €CIU 3aMETHO, YTO Haj
pacchUIKOM TIIATENbHO mopaboTanu. B TakoM ciywae, gaxke eciu 3apaxxeHue WM
yTeuKa MUMEJIH MECTO, €lIe MOXKHO YCIETh OMEepaTHBHO OTPearupoBaTh Ha aTaky U
MPUHATH KOHTPMEPHI.

OcHoBHBIE MEpPbI MO0 3amuTe OT BbIIICHCPCUYUCICHHBIX BHA0B
COIMAJIbHBIX aTakK.

— Coxpansiite 6auTeJbHOCTB. Beerna oOpaiaiite BHUMaHUe Ha OTIPABHUTENS
IMCEM M aJpec caiiTa, rie coOMpaeTech BBECTH KaKWE-TO JMYHBIEC JIaHHBIE.
Ecnu 3TO mouta Ha JOMEHE KPYNMHOW OpraHu3aluu, yIOCTOBEPHTECH, YTO
JJOMEH HMMEHHO Takod W B HEM HeT omne4yaTok. Eciau ecTb COMHEHHS —
CBSDKUTECh  C TEXIIOAJIEP)KKOM WM  MPEACTABUTENIEM OpraHU3alUd IO
Oo(UIIHATIEHBIM KaHaJIaM.

— MHMcnoab3yiiTe TOJBKO J0BepeHHbIe HOCUTEJI HHpopMannu.

— He nmnepexoauTe Ha 1OAO3pPUTEJbHbIE CaliTBI M He CKavYuBaMTe
COMHUTebHbIEe Qailibl, OMH U3 CaMbIX JYYIIUX MOMOIIHUKOB COI[MAIbHOU
WHXEHEPUHN — JIFOOOIBITCTBO.

— He ucnmoab3yiiTe OAUH M TOT 3Ke NAPOJb /I JOCTyna K JHMYHBIM U
KOPIIOpPaTUBHBIM (pabouuM) pecypcam.

— Hcnoab3oBanue AHTUBUPYCHOIO NPOrpaMMHOIo odecreyeHus.
Henonyiienue ero oTKIIOYEHHUS.

— CucremaTtudeckuidi HMHCTPYKTaxK. Bce COTpyAHMKHM JOKHBI  OBITH
MPOUHCTPYKTUPOBAHBI O TOM, KaK BECTH ce0s TpU 0OOHAPYKEHUH MOMBITOK WU
OCYUIECTBJICHUS! HE3aKOHHOTO MPOHUKHOBEHUS.



